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wABCOHIOT

Onuncanune |OT Vega Server

CeteBon cepBep IOT Vega Server 3TO WHCTPYMEHT AN OpraHuW3aumm cCeTewn
ctaHgapTta LoRaWAN nto6oro macwraba.

MpenHa3HavyeH Ans ynpasieHns ONOPHOM CeTbio 6Aa30BbIX CTAHLMM, PaboTaloLWMX
nog ynpasneHunem 1O Packet forwarder oT komMmnaHum Semtech, npuema AaHHbIX C
OKOHEYHbIX YCTPOUCTB W Mepefavn KX BHELWHUM MPUIOXKEHUSM, a Takxke nepenadu
JAHHbIX OT BHELWHWMX npunoxeHnn Ha LoRaWAN ycTponcTsa.

CepBep paboTaeT no cneumdbukaumm LoRaWAN 1.02 v nopnepxmvBaeT ntodble
OKOHeYHble YCTPOMCTBA, paboTatoLme COrnacHoO AaHHOM BEpPCUK cneumdrKaLmnm.

Bce nNpuHATbIE OT OKOHEYHbIX YCTPOMCTB AAaHHbIE COXPaHAOTCH BO BCTPOEHHOW B
IOT Vega Server 6a3e gaHHbIX M BCerga A4OCTYMNHbI AN BHELUHUX NPUNOXEHN.

OTkpbITbIM API, oCHOBaHHbIM Ha TexHonormn Web Socket nossongeT nogkitoyaTb
K IOT Vega Server BHeWHME MPUIOKEHUS U MUCMNOSb30BaTb BO3IMOXHOCTM LORaWAN
CeTen B BalLMX NPOEKTaXx.

IOT Vega Server BbiNyCKaeTca B BWAE KOHCONbHOIO MPUIOXEHUS  Ans
onepaunoHHbix cuctem Windows, Linux u Linux-ARM (c6opka pnns 3anycka Ha
nnatdopme 6a30BbIX CTaAHLMN).

Ins ynpasneHusa cepBepom umcnosnbdyetcs npunoxenme |OT Vega AdminTool ¢
MPOCTbIM  APY>XECTBEHHbIM nHtepdencom.  AdminTool  OTKpbIBaeT nepea
aAMUHUCTPATOPOM CepBEPA LWMPOKME BO3MOXHOCTW MO ynpasneHunto ceTbto LORaWAN.
C AdminTool Bbl MOXeTe f00aBNsaTb B CETb HOBble OKOHeYHble ycTponcTBa LoRaWAN,
NpPOCMaTpuBaTb KapTy CeTU, KOHTPOAMPOBATb 6A30Bble CTaHUWMK, a TakxXe YyrnpaBasaTb
npaBamy nonb3oBatenen. |IOT Vega AdminTool npepoctasnsetcs B Buae Web-
NPUIOXKEHNS.

Ons paboTbl C YCTPOMCTBAMK UCMONb3YyETCS KaneHTckoe npunoxeHme |OT Vega
Pulse C WKWPOKMM CNEKTPOM BO3MOXHOCTEN W3BNEYEHUS [AHHbIX, O6PAOOTKU U
npeAcTaBneHns B pa3nnyHbix dopmatax (Tabnmua, rpaduk, OTHET, AMarpaMmma).
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BO3MOYXHOCTW

Moanepxka Nobbix OKOHeYHbIX ycTponcTs LoRaWAN 1.0.1
MNooaepXKa OKOHEYHbIX YCTPOMUCTB Knacca A n C
BcTpoeHHas 6a3a AaHHbIX

Moanep>xka paboTbl C BHELLIHEN 6a30M AaHHbIX

YAo6HOe NpuioxeHne agMMHUCTPaToOpPa

MNocTpoeHne KapTbl CETU

YnpaBneHne nonb3oBaTENSIMUN CETH

[M6Kas HACTPOWMKa NOAKKOUYEHHbIX K CEpBEPY YCTPONCTB
MNoaaepyka NPON3BObHbLIX YACTOTHbIX MAAHOB

OHNaH NpPOCMOTP MaKeTOB C KaXAoro YCTPOWCTBa (HUCxoaswme u
BOCXOASLLME MAKETbI)

o [padukm CBA3N AN KaXAOro YCTPOMCTBa B CETU

O O O O O O O O 0O O
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YCTaHOBKa

Mepen o6HOBNEHMEM (yCTaHOBKOW HOBOM BEpPCUM) CepBepa, PeEKOMeHAyeTCs
BbIMOMIHUTbL pPE3epBHOE COXpaHeHue 6a3bl AaHHbix (BA) mn danna HacTpoek no
cnenyowmmM NpUYnHam:

e HOBas Bepcua cepBepa MoauduuumpyeT cTpykTypy b, nostomy, B ciydvae
HEeO6XOAMMOCTM BO3BpaTa K NpeaplayLiern BepCum, CEpBEP HE CMOXeT paboTaTb C
n3MeHéHHoM b;

e dann C HaCTPOMKaAMM MOXET 6blTb 3aMeHeH GanioM 13 YCTAaHOBOYHOIO MakeTa.
Bepcua nana Linux nepen YyCTaHOBKOW COXPaHSAET MMEIOLWYIOCH BEPCUIO
KOHOUIypauMOHHOrO ¢ania W y4YUTbIBAET 3STU  3HAYEHUS MpU  CO3LaHUU
pe3ybTUpYyoWero KoHpurypaumoHHoro dawmna. [llpmn paséope umMerollerocs
KOHOUIYpauMOHHOTO danana MOryT BO3HMKHYTb OWWMOKM M HACTPOWKM OyayT
yTepsHbl. O6HOBNeHMe danna HacTpoeK Heob6XOAMMO, MOCKOJSIbKY B HOBOWM
BEPCUK CepBepa A06aBNEHbI HOBbIE HACTPOMKN.

Bepcus pna Windows He TpebyeT yCTaHOBKM. Heo6X0AMMO pacnakoBaTh apxmB U
3anyCTUTb UCTMONHAEMBIV dan.

[ns KOppeKTHOM paboTbl CepBepa HEOOBXOAMMO 06S3aTeNlbHO YCTaHOBUTL Obe
BEPCUM BUONMOTEK, KOTOpble HaxoasTcs B anpekTopum IOT Vega Server/msvc c++ 2013.
[Mocne 3TOro MOXXHO HauYMHaTb paboTaTb C CEPBEPOM.

Bepcua pns Linux noctaensetcs B Buae yctaHoBoyHoro DEB nmaketa ang 32-x um
64-x pa3psaHbIX CUCTEM.

[poLuecc yCTaHOBKM NPUNOXEHWS Ha Linux:

e cCKayaTb damn Ha lK;

e YCTaHOBMUTb, BbIMOAHMB KOMaHay: sudo dpkg —i /nyTb/k/danny/iot-vega-server-
1.2.0.deb;

e 015 KOHOUTYPUPOBAHUA HEOBXOOMMO W3MEHUTb CcoaepXmmoe ¢anna ¢
HacTpowkamu /opt/iot-vega-server/settings.conf;

e [1/19 3aMnycCKa cepBepa B paboTy HEOHBXOAMMO BbIMONHUTL CKpMnT sudo ./iot-vega-
server.sh B aupektopun /opt/iot-vega-server nM6o HanucaTb HOBbIM CKPUMT C
yKasaHMeM nyTu K bubamoTekam (ANpekTopunst yCTaHOBKM).

[ns KoppeKTHOM paboTbl NnarnHa BHelwHen 6a3bl AaHHbIX MySQL Ha
onepaumoHHoM cucteme Linux Heo6xoammo Hannume éubnmoTek libssl (Bepcun mnaawe
1.1.0) B cucTemMe, a UMEHHO onpeneNneHHbIX CUMBOJbHbIX CCbITOK. C MakeTom
NOCTABAAOTCS CChINIKM, HO 3a4aCTyto IM6O BEPCUM BUBANOTEK PasHATCS, TMO6O MecCTa
YCTaHOBOK. V13-3a 4ero okasblBaeTCs HEBO3MOXHbIM 3aMnyCK cepBepa. [ns peleHns
Npo6a1eMbl BOCCTAHOBIEHWSI CCbINIOK HEOOXOAMMO BbIMOAHUTL CneaytoLlee:

e MepenTn B Nanky ¢ nnarmHamm ans b cd /opt/iot-vega-server/sqldrivers u

BbINONHUTL cneaytowyto komanHay: LD_LIBRARY_PATH=/opt/iot-vega-server/ ldd

libgsglmysql.so.
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MpUMepPHbIN Pe3yNbTaT BbIMONHEHNS:
linux-vdso.so.1 => (0x00007ffd035fe000)
libQt5Sql.so0.5 => /opt/iot-vega-server/libQt5Sql.so.5 (0x00007f9a76730000)
libQt5Core.so.5 => /opt/iot-vega-server/libQt5Core.so.5 (0x00007f9a76010000)
libmysglclient.so.18 => /opt/iot-vega-server/libmysglclient.so.18 (0x00007f9a75a40000)
libpthread.so.0 => /lib/x86_64-linux-gnu/libpthread.so.0 (0x00007f9a75822000)
libz.s0.1 => /lib/x86_64-linux-gnu/libz.s0.1 (0x00007f9a75609000)
libssl.s0.10 => /opt/iot-vega-server/libssl.s0.10 (0x00007f9a753aa000)
libcrypto.so.10 => /opt/iot-vega-server/libcrypto.so.10 (0x00007f9a74fce000)
libdl.so.2 => /lib/x86_64-linux-gnu/libdl.s0.2 (0x00007f9a74dca000)
libstdc++.50.6 => /usr/lib/x86_64-linux-gnu/libstdc++.s0.6 (0x00007f9a74ac6000)
libm.so.6 => /lib/x86_64-linux-gnu/libm.so0.6 (0x00007f9a747c0000)
libgce_s.so0.1 => /lib/x86_64-linux-gnu/libgcc_s.so.1 (0x00007f9a745aa000)
libc.so.6 => /lib/x86_64-linux-gnu/libc.so.6 (0x00007f9a741e1000)
libicui1l8n.s0.56 => /opt/iot-vega-server/libicuil8n.so.56 (0x00007f9a73d48000)
libicuuc.so.56 => /opt/iot-vega-server/libicuuc.s0.56 (0x00007f9a73990000)
libicudata.so.56 => /opt/iot-vega-server/libicudata.so.56 (0x00007f9a71fad000)
librt.so.1 => /lib/x86_64-linux-gnu/librt.so.1 (0x00007f9a71da5000)
libgthread-2.0.50.0 => /usr/lib/x86_64-linux-gnu/libgthread-2.0.s0.0 (0x00007f9a71ba3000)
libglib-2.0.5s0.0 => /lib/x86_64-linux-gnu/libglib-2.0.s0.0 (0x00007f9a7189b000)
/lib64/1d-linux-x86-64.s0.2 (0x00007f9a76b8a000)
libpcre.so.3 => /lib/x86_64-linux-gnu/libpcre.so.3 (0x00007f9a7165d000)

[laHHasg KoOMaHOa OTO6paXkaeT 3aBUCMMOCTM N9 naarrHa 6a3bl gaHHbIX MySQL.
Ecnn o6Hapy>keHbl MyCTble CTPOKM — HEOHXOAMMO BbIMOAHNTbL MOUCK
COOTBETCTBYIOWMX 6UbAMOTEK Ha MK € cepBepoM 1 NnponucaTth K HAM Ny Tb. [1as
3TOro HEO6XOAMMO BbIMONHUTL CReaytoLlme LWaru:

e HEOH6XOAMMO CaMOCTOSITEIbHO BbIMONHUTbL MOUCK (koMaHAa find / -name
“libcrypto*”) n cozpaTb CMMBOSbHbIE CCbINKM (KOMaHAa ln =S “nNyTb_K_6ubnuoTteke”
libcrypto.so.10) B nanke c cepepom (/opt/iot-vega-server) onsa dannos libcrypto
n libssl;

e M0OC/€e Yero HeO6XOAMMO CHOBA BbIMOMHNTL KOMaHAY
LD_LIBRARY_PATH=/opt/iot-vega-server/ ldd libgsglmysql.so B nanke c
nnarMHamm 1 yoeamTbCsa YTO BCE 3aBUCUMOCTM YAOBNETBOPEHbI.

Bepcusa onsa Linux-ARM nocTaenseTcs B BMAe apxmBa U He TpebyeT yCTaHOBKMU.

ApxuB iot-vega-server (armhf) v1.1.5.tar.gz Heo6xo0AMMO CKONMPOBaTH B
Tpebyemyto NManky 1 pasapxmerpoBaTb KOMaHaoM tar —xvf iot-vega-server (armhf)
vl.1.5.tar.gz.

[anee Heo6x04MMO M3MEHUTb Gann KOHOUTypaLKMmM Noa Ballm TpeboBaHKs. B
paboTy CepBep 3anyckaeTcs yepes ckpunT iot-vega-server.sh.

Pa6oTa C BHelWHMMM 6a3aMm LaHHbIX HE MOALEPKMBAETCS.

PekomeHpayeTcs pa3BopauuBaTtb cepBep Linux-ARM Ha MOHTUpyemo
KapTe namaTu. [lockonbky cepBep B npouecce cBoeh paboTbl
co3paeTt ¢ann 6asbl AaHHbIX U ¢dannbl LOG'oB. 3TM ¢annbl MoryTt
MMeTb 3HAYUTE/IbHbIN O6BEM WM MOryT YyMeEHbllaTb CPOK CAYX6bl
BCTPOEHHOMN NamMsaTu.
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HacTponku

CepBep paboTaeT B aBTOHOMHOM pexunme, TpebyeTcs ullb MepBOHaYanbHOe
KOHOUrypMpoBaHWe rnepep 3arnyckomMm cepBepa. YTobbl OCYLEeCTBUTb MEePBOHAYaNbHYIO
HaCTPOWKY cepBepa Heo6XoAMMO 3aMTW B MNanky c dannamm cepBepa M OTKPbITb
settings.conf ¢ nomoubo Nto60ro TEKCTOBOro pefakTopa (Hanpumep, «bAoKHOT»).

Mpun pepakTupoBaHum d¢aina settings.conf Henb3ss ucnonb3oBaTb
CUMBOJ «!» - BOCKNIMLATENbHbIN 3HaK

Copepxummoe darnna BbIMSANT CnenyowmmMm 06pasom:

# Host connection settings
[host]

# IP-address for UDP connection (gateway connection)
ip=127.0.0.1

# Port for UDP connection (gateway connection)
udpPort=8001

# Port for TCP (WebSocket) connection
tcpPort=8002

# "path" part of webSocket address
webSocketPath=/

# Flag of using SSL encryption for WebSocket
useSSL=0

# SSL certificate filename (certificate must be in server’s directory)
certFileName=cert.crt

# SSL key filename (key must be in server’s directory)
keyFileName=key.key

# LoRaWAN network settings
[lora]
# LoRaWAN network identifier (should be random between 1 and 127)
networkID=1
# LoRaWAN sub network identifier (should be random for subnetwork) [between
1 and 131071
networkArbitraryID=124365
# Flag for using Plug-and-Play gateways function.
# If this value is 1, server would automatically append all gateways which
connected to one
usePnPGateway=1

# Super user options
[root]
# Login for super user
root=root
# Password for super user (recommendation: change this password to your own)
password=123

# Console settings (volume of debug information)

[console]
# Maximum level of console messages that will be shown (levels of messages
represented below)

maxMsgLevel=20
# Maximum level of console messages that will be saved into LOG file (levels of
messages represented below)
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# Console message levels:
# errors =0

# uplink =1

# downlink =2

# warning =3

# info =4

# debug =20

maxLogMsgLevel=0
# Maximum count of log files. Now size of each log file internally constructed to

25MB.

#0 = unlimit count

# 1and 2 = 2 files: current and previous
#3 = 3 files: current and 2 previous
# ...

# > 1000 = unlimit count

maxLogFilesCnt=3

# Common database settings
[database]
# The database would be optimized in this local time each day ( format
[hh:mm:ss] )
# This operation cause blocking of database for some small time ( about 10
seconds and below - depending on database size )
taskOptimizationTime=21:00:00
# Period of database defragmentation in days. This operation need to scale down
of database size.
# This operation cause blocking of database for some time ( about several
minutes - depending on database size ).
# So use real period value!

#0 = defragmentation is not processed
#1 = each 1 day ( not recommend )

# ..

# > 365 = defragmentation is not processed

defragPeriod=30

# External DataBase settings
[external_db]

# Flag of using external DB
useExternalDb=0

# Type of external DB. Supported only next types:

# MYSQL

# SQLITE
typeExternalDb=MYSQL

# Name of external DB (schema's name for MYSQL)
nameExternalDb=server

# IP and port of DB's server ("localhost" is supported)
ipExternalDb=127.0.0.1
portExternalDb=5505

# User login and password (user should have maximum level of privileges)
userExternalDb=admin
passwordExternalDb=admin

# self-test settings
[selftest]

# Flag for enabling anonymous reports with possible server errors
enableReports=1

# Common email settings

[email]
# Timeout in seconds between two serial email sending

PeBun3ung 12 ot 28.09.2018
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emailTimeout=3

Cekums [host] copepXMT HaCTPOMKM MOPTOB U CETEBbLIX COEANHEHN:
ip — IP agpec yepes KOTOpbIM OyAyT paboTaTb 6a30Bble CTaHLUMM;

JaHHbIA napameTp HEO6XOAMMO N3MEHUTb Ha KOppeKTHbIn IP agpec,
yepe3 KOTOpbin 6yayT paboTaTtb 6a3oBble CTaHUMW. B nNpoTMBHOM
cnyyae CBSi3n C 6a30BbIMU CTaHUUAMU He 6ypeT

udpPort — nopTt ang 6a3osbix ctaHumm (BC);
tcpPort — nopT Ansg BHEWHUX NPUAOXKeHUI (B TOM Yncie gns AdminTool);
webSocketPath — copepxumoe mons «nyTb» B agpece WebSocket. Ecan 3amaTth B
LaHHOM mone /ws, To npu noakmodeHnn mn3 AdminTool HyxHO 6yaeT yKasbiBaTb
ws://address:port/ws;
useSSL — ¢nar pa3peleHnsa ncnonb3oBaHms SSL wndposaHms ana WebSocket;
certFileName — nmsa dpanna, B KoTopom cogepxmtcs SSL cepTudukaT (C paclumpeHmnem);
keyFileName — nmsa danna, B KOTOpoM copepxmntcsa SSL kntou (C paclumpeHmem).

Ins  HanaxuBaHMa KOPpeKTHOW paboTbl SSL  wndpoBaHMS HeobXxoaMmMo
BbINOJIHNTb CNeAytolmne AENCTBUS:

e nonyunTb SSL ceptndmkaT (M KNtoY), MOANNCAHHBIM JOBEPEHHBLIM LIEHTPOM
cepTndmnKaumm (3TO MOXET 6biTb U BECMIaTHbIM AOBEPEHHbLIN LIEHTP, Hanpumep
sslforfree nnu letsencrypt);

e yctaHoBuTb OpenSSL Bepcum 1.0.2 (cepBep ¢ Bepcmen OpenSSL 1.1.0 He
paboTaeT);

e CKOMMPOBaTb damnbl cepTudurKaTa 1 KtoYa (ang linux 4OCTaTOYHO CO3aaTb
CCbI/IKM) B AVPEKTOPUIO C CEPBEPOM,;

e pa3pewunTb NCMONb3oBaTb SSL WKdpoBaHMe, NponMcaTb COOTBETCTBYOLME
nMeHa GannoB (C cepTUOUKATOM U1 KIHOHYOM) B KOHPUIYypaLMOHHOM dalne;

e 3anNyCTWUTb CepBep, MPOCAEANTb 338 BO3MOXHbIMU OLUMGKaMW,

Bepcua OpenSSL ana Windows pnocTynHa Ha camTe iotvega.ru Mo CCbinke
http://iotvega.com/content/ru/soft/server/Win320penSSL-1_0_2n.zip.

Cekums [lora] conepxnT aaHHble ang naeHTndukaumm B LoRa-cetu:
networklD — onpenensdet naeHtudukatop LORaWAN cetun. lNepen 3anyckom cepsepa
HEO6XOAMMO YCTAHOBUTb C/ly4anHOE 3Ha4YeHMe B AmanasoHe oT 1 4o 127 BKAKUYMTENBHO;

Ecnn B HenocpenctBeHHOW 65M30CTM 6yayT paboTaTb HECKOJIbKO
ceten LoRaWAN, koTopble uncnonbdyoT ogumHakosble NetworklD -
KaXpasi U3 ceTem MNPOAOMKUT PaboTy B HOPMASIbHOM peXume, HO
nepuoauyeckm 6yayt MoSBASATbCA OWWMOBKM O HEKOPPEKTHOCTU
NwkSKey TOro nnm nHoro yctpomncrsa:

Ny

“INVALID_DEVICE_NETWORK_SESSION_KEY"
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networkArbitrarylD — onpepenset naeHtndukatop noacetu. llepen 3anyckom cepeepa
HeO6X0AMMO YCTaHOBUTb CyYanHoe (MM onpeaeneHHoe) 3HadYeHne B Npeaenax ot 1 ao
131071 BKAOYNTENBHO.

usePnPGateway — dnar paspelleHuns aBTomatuueckoro gobasneHmns bC Ha cepsep. Ecnm
3Ta OMnuus paspelleHa, cepBep NOBYO HeusBeCTHy paHee BC 6yaeT nob6asnaTbh B
CMMCOK 3aperncTpupoBaHHbix BC ¢ mapameTpamm Mo yMONYaHUIO.

Cekumsa [root] onpenenseT MAEHTUDUKALMOHHbIE AaHHble Cyrneprnofib3oBaTens,
roe root — forvH, a password — naporib.

Cekums [console] 3apaeT HaCTPOMKM O6beEMA BbIBOANMOM MHOOPMALMKN B KOHCOSb
n coxpaHenus ee B LOG damn (napameTpbl OAHHOM CEKLUMM OBHOBASOTCA KaXAyto
MWUHYTY, MO3TOMY ANS1 USMEHEHWNS YPOBHS BbIBOAMMBIX COOOLLEHMIN Nepe3anyCcK cepBepa
HEe HYXXeH):
maxMsglLevel — MakCManbHbIN YPOBEHb COOBLLEHUI (BKKOYUTENBHO), KOTOpbIE 6yayT
OTOOGpaxaTbCa B KOHCONW cepBepa. PacwmndpoBKka ypoOBHeEM COO6LIEHMA MNpMBEAEHA
HUXe;
maxLogMsgLevel — MakCrManbHbIM YPOBEHb COOBLLEHWNI, KOTOPbIE OYAYT COXPaHATHCS B
LOG dann.
maxLogFilesCnt — uncno otaensHbix dannos ¢ LOG nHdopmaumen. Cepeep cosnaeT
dannbl ¢ LOG nHbopMaumen ¢ orpaHnyeHmem no pasmepy ogHoro damna 25Mb. [laHHas
HACTpOWKa 3a4aeT YNCNO Takmx amnos. O — HeorpaHnyeHHoe Yncno, 1 nnm 2 — 2 danna,
3 -3 dannanT.n.

YPOBHM COOBLLEHNIN KOHCONN:

e 0 =coobleHNsI C KPUTUYECKMMWN OLLNOKAMMU;

e 1 =wuncxopsauwme (uplink) cooblleHmns;

e 2 =Bocxoasuwme (downlink) coobuieHuns;

e 3 =CO0b6LleHNs C NpeaynpexaeHUsIMu;

e 4 = MHOOPMALIMOHHbIE COOBLLEHNS (3a4acTyto HECYT MHOOPMALMIO OTNAA0YHOIrO
XapakTepa);

e 20 = coobueHnsa C OTNaA0YHOW MHPOPMaLIMEN.

Cekuwng [database] conepuT obLime HaCTPOMKN CEPBUCHbBIX QYHKLMIN MO paboTe
c BJl. B npouecce paboTbl cepBepa ¢ bll, nponcxoant cosaaHne v yaaneHume 3anmcen B
Tabnmuax BA. lMpu aToM yBennumBaeTca dusmyeckmun pasmep damnos bl. Cepsep
BbIMOJIHAET QYHKLUMIO ONTUMM3ALMM coaepxmmoro bl — 37O yaaneHue HeakTyanbHbIX
JaHHbIX AN YCTPOWCTB (BPEMSI XPaHEHWNSI «CbIPbIX» OAHHbIX AN KaXA0ro 13 YyCTPOMCTB
3aaeTca OTAEeNbHO) 1 Mepepacnpenenerme BbiICBOH6OXAEHHOrO MeCTa Nnocne yaaneHums
HeaKTyaslbHbIX AaHHbIX. YAaneHue HeaKTyanbHbIX OAaHHbIX BbIMOMHAETCS KaXAble CYTKMU
(Bpems BbIMOJIHEHMS OO OAHOWM MUWHYThbI) WM ONTUMM3auma Tabnuu Bl BbinonHseTcs C
3a0aHHbIM MepnoaoM. [AnTenbHOCTb BbIMOAHEHUS ONTUMM3aUMKM Tabauy Bl moxeT
COCTaBNSATb AO HECKONbKMX MUHYT (3aBMCUT OT mowHocTn K ¢ cepsepom Bl). B
TeYeHUN JaHHOTO BPpEMEHW BHELHME nHTepdencol cepBepa 6yayT HEaKTUBHbI. [103TOMy
BPEMS Hayana BbIMOMHEHWUS OMTUMM3aUMW cnenyeT BblI6MpPaTb B MEPUOAbl MeEHbLUEN
3arpy3km cepeepa.
taskOptimizationTime - Bpems Hayana BbiNOAHeHWs onTummlaumm B (bopmat
Y4:MM:CC);
defragPeriod — nepuroa mexay BbinoNHeHUaIMM onTumMmnsaumm b1 (B AHSX).
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Cekuums [external_db] coaep>XMT HaCTPOWMKM NO paboTe C BHELLIHEN 6a30M OaHHbIX
(BM1) — nocne n3meHeHUs HaCTPOEK HEOOXOAMMO Nepe3anyCTUTb CepBep:
useExternalDb - o¢nar, paspewatowmn paboty C BHewHen B. MoxeT npuHMMaTb
3HaveHus 1 nnn O;
typeExternalDb — napameTp, 3agatowmm Tmn BHewHewn b/l B Buae CTpoku. B HacToswmm
MOMEHT noaaepXkmBatoTcs Asa Tmna bA:
e MYSQL;
e SQLITE - co3paHune n paboTa c damnom bl ¢ HaMMeHOBaHMEM, OTANYAOLLMMCS
OT HAUMEHOBaHMS NO yYMOJIYaHMIO («server.db»).
nameExternalDb - HaumeHoOBaHMe 6a3bl AaHHbiX. Ons  SQLITE cooTteeTcByeT
HanmeHoBaHWIO darna, ong MYSQL — HaMMeHOBaHME CXEMbI;
ipExternalDb — IP agpec cepsepa BHewHen CYB/ (He ncnonbsyetca ana SQLITE) B Buae
CTpOKM (moaaepxmBaeTcs 3HavyeHne «localhost»);
portExternalDb — nopT cepsepa BHewHen CYB/ (He ncnonedyetcs ang SQLITE);
userExternalDb — nma nonb3oBatens ansg aBTopusaumm Ha cepsepe BHewHen CYB/ (He
ncnonb3yetcs ans SQLITE);
passwordExternalDb — naponb Ang aBTopusauumM MNoJsib3OBaTENS Ha CEPBEPE BHELUHEN
CYB[ (He ncnonbsyetcs ang SQLITE).

Monb3oBaTtenr pOMKEH oO6nagaTb MaKCUMabHbIMM MpaBaMUM  Ha
BHeceHue nsmeHeHum B coctaB b/}

Mpn nepexope c nokanbHon b/l Ha BHeLWHIOO, NPU NEPBOM 3arycke
cepBepa paHHble U3 nokanbHou bJl 6yayT nepemelleHbl BO BHELLHIOW

bA

Ne

Cekuus [selftest] conepxunT dnar paspeleHms OTnpPaBKM aHOHKMMHbIX COOBLLEH I
C BO3MOXHbIMW OBHaPYXEHHbIMU HENCMPABHOCTSAMMU.

CepBep B mpoLecce cBoen paboTbl HakanaMBaeT MHOOPMALMIO O BO3MOXHbIX
COOSIX U MOXeT pa3 B CYTKM OTMNPaBNATb AaHHble OTYeTbl Pa3spaboTyYMKaM KOMMAHUMU
Bera-A6contoT. 2Ta nHbopMaumss 6yaeT KpamHe MONe3HOW Mpu MOUCKE U pelleHnmn
BO3MOXHbIX C60eB B paboTe cepBepa. OTnpasnsgemas MHOOPMaLUA HE COLEPXUT
HUKaKMX KOHOUAEHLMANbHbBIX AAHHBbIX.

Cekuma [email] copepxmT oblme HACTPOMKM MO paboTe C INEKTPOHHLIMU
nMcbmMamMn.  Tekyllass Bepcus cepBepa obnagaet OGyHKUMOHANOM MO OTnpaBke
3NEKTPOHHbBIX MNCEM (CM. COOTBETCTBYOLWME KOMaHabl API).

emailTimeout — MMHMManNbHbLIM NEPNOA MexAy NoCnefoBaTe/bHbIMY OTNPaBKaMM
3NEKTPOHHBbIX MWUCEM B CeKyHAax. 3anpoC Ha OTNPaBKY 3NEKTPOHHOro MuCbMa,
NPUXOASALLMIM Yallle YKa3aHHOro nepmoaa, byaeT NpoOUrHOPMPOBAH.

KomaHgabl ans cepsepa npueeneHsol B damnne APl IOT Vega Server Rev22.pdf.
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IOT Vega AdminTool

MO IOT Vega AdminTool sBnsetca ynobHbim  Web-npunoxenvem  ans
aOMUHUCTPUPOBAHUS CepBepa WM MNO3BONSET [06aBNATb B CeTb HOBble OKOHEYHbIe
ycTpomncTtea LoRaWAN, npocmaTpmBaTb KapTy CETU, KOHTPOAMPOBATb 63a30Bble CTaAHLMM,
a TakXKe ynpaBnaTb NpaBamMm NONb30OBaTENEN.

Pa3bepem npvMep NOAKIOYEHUS HOBOM UM PeAaKTUPOBaHMS NapaMeTpoB
cywecTsytowen bC Ha cepsepe (Puc. 1).

Gateway settings

Main settings Location
TX channel Latitude
Transmit power Longitude

14 0

RX only Companion Gateway Altitude

Comment

Puc. 1. OkHo nogkntoyeHunsa bC Ha cepaep.

O6s3aTenbHbIEe HACTPOMKM:
Gateway ID — npeHTtndmnkatop bC (16 wecTHagUaTEPUUHbIX CuMBONa — 8 banT);
TX channel — kaHan BC, ncnonb3yemoit Ang nepefadm COobLLEHMNA HA OKOHEYHbIe
ycTpomncTia (downlink). [laHHbIN NapamMmeTp yKasbiBaeTCs B HacTpomkax MO
“packet_forwarder” Ha BC (06bl4HO B danne “global_conf.json”). Mo ymonyaHuio
ncnonb3yetcs 0 kaHan;
Transmit power — mowHOCTb BelaHnsa bC. MakcrmanbHas MOLWHOCTb BeLaHWS O6bIYHO
obycnosneHa cxemoTtexHmkom bC n orpaHmyeHa B MO “packet_forwarder”; npu
NpeBbILWEHMN AaHHOro napameTtpa bC 6yaeT BO3BpaLlaTh OLWNOKY C COOTBETCTBYOLLMM
KOLOM.

34eCb HEOOXOAMMO OrOBOPUTH KPUTEPUM, MO KOTOPbLIM BbIGMPAETCS
HEO6XOAMMOE 3HaYEeHME MOLLHOCTU BeLLaHKS.

O6paTtmmcs K dpanny «global_conf.json» n3 HacTpoek MO «packet_forwarder» Ha
BC.

B cnucke ponycTrMbix HA6OPOB NapaMeTPOB BellaHus «tx_lut_..» coaep>xmTcs
Habop MOLLHOCTEN, Ha KOTopbIX BC MOXeT ocyLecTBNATb Nnepenady. s cTaHoapTHOro
CMMCKa 3TO AMana3oH OT -6 Ao 27 Abm ¢ pa3HbIM Warom (Bcero 16 3HavyeHun).
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Tak ke MMeeTcsa NnapaMeTp «antenna_gainy», KOTOPbIN onpenenseT ycuieHme
aHTEHHbI (B obMm).

B utore, pasHuua BennumH « Transmit power» 1 «antenna_gain» OO/MHKHa
COOTBETCTBOBaTb OAHOMY M3 3HAYEHWUIM M3 CNMCKa «tx_lut_..». Hanpumep,
«antenna_gain» = 3 0bm 1 nnaHupyeTcs nepenaBaTb AaHHble Ha MOWHOCTM 10 obm
(«Transmit power»). Pa3Hnua mexay «Transmit power» 1 «antenna_gain» coctaBnaeT
70BM, HO TakOro 3HavYeHus HET B Cnncke «tx_lut_..» (n ecnm ncnonb3oBaTb TakOM HAabOP
napameTpoB, TO NPV NMOMbITKE OTNPaBKK AaHHbIX, BC 6yaeT npucbinaTe COObLLEHNE C
OLIMBKON O HEKOPPEKTHOM MOLLHOCTM). Bamkaniwme paspeLleHHble 3HaYeHUs 13
«tx_lut_..» 210 6 1 10 ABbM, COOTBETCTBEHHO, AN TAKOW KOHPUIYypaLMM pa3peLlleHHble
3HaveHuns «Transmit power» 6yayT 9 nnn 13 nbm.

RX only — dnar, ykasbiBatowwmm, 4to bC paboTaeT TONbKO Ha npueM. [pn ycTaHOBKe
NaHHOro dnara, nepefaya AaHHbIX Ha OKOHeYHble YCTPOMCTBA Yepe3d COOTBETCTBYIOLLYIO
bC 3anpelteHa. JaHHas onums BBeAeHa AN OpraHu3aumm «nofHO-aynnekcHom bC»: a1o
BapUaHT KOr4a B HENOCPEACTBEHHOW 6AM30CTU yCTaHOBEHO ABe bC 1 ogHa 13 HUX
paboTaeT TObKO Ha NPUEM, a BTOpas paboTaeT B O6bIYHOM pexnme. [pu 3TomM
LOCTUraeTCs HeNPEPbLIBHOCTb MPOCYLNBaHNSA Paanosadupa;

Companion Gateway — nageHtndunkatop bC komnaHboHa, paboTatoLen B HOPMabHOM
peXMMeE NMpur OpraHmMsaumm «MoaHO-AynnekcHom bCy»;

Comment — none ang kommeHTapus (Hanpumep, HammeHoBaHus BC);

O6nacTtb Location — conep>xut nons ans BBoAa KoopanHaT pasmelleHuns bC:
WMpOTa, AONroTa, BbicoTa. Ecnm B BC nmeetcsa BcTpoeHHbin GPS npreMHmK, BBeAeHHbIe
KOOPAMHAaTbl OyAYyT O6GHOBMIEHbI aKTyallbHbIMU 3HAYEHUAMKM aBTOMATUYECKM.

PaszbepemM npumep perncTpauym HOBOro YCTPOMCTBA WKW U3MEHEHUS
napameTpoB cyllecTBytollero (Puc. 2 n Puc. 3).

Ha Puc. 2 npeactasneH CHUMOK GOpMbl 4119 peErmcTpaumm yCTpomcTea C
yKa3aHMEeM OCHOBHbIX MapaMeTpPOB.
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Device settings

Activation by personalisation (ABP) Over-the-air activation (OTAA)

i-device address (devAddr Application identifier (AppEUI)

Aplication session key (AppSKey) Application key (AppKey)

Main settings Location

End-device name Latitude
i-device identifier (DevEUD Longiuace

Jevice clas Altitude

Expert settings

Puc. 2. OCHOBHble MapaMeTpbl 4SS PErmcTpaLmm yCTPOMCTBaA Ha CepBepeE.

O6nacTb Activation by personalization (ABP) coaep»xut napameTpbl HEO6XOAMMbIE
ONs perncrTpaumm yCTponcTea Ha cepaepe yepes ABP:
devAddr — agpec yctpomncTtea B LORaWAN ceTun. 210 32-x pa3psaaHOe YNCO B
LWecTHaauaTepuiHom Bmae, Hanpumep 012345AB;
AppSKey — CeCCUMOHHbBIN KJTKOY MPUSTIOXEHUS — 3TO CTPOKA 13 32-X LWeCTHaALATEPUYHbIX
CUMBOJIOB;
NwkSKey — ceTeBOM CECCUMOHHbBIN K/OY — 3TO CTPOKa 13 32-X LWeCTHaALaTEPUYHbIX
CVMMBOJIOB.

O6nactb Over-the-air activation (OTAA) coaepXuT napameTpbl HEO6XOANMbIE AN
perncTpaunm yCTpomcTsea Ha cepepe yepe3 OTAA:
AppEUI — EUl nogeHTndmnkatop NnpunoxeHmns yCTpomncTea — CTpoka 13 16-tu
LWeCTHaAUuaTEPUYHbBIX CUMBOJIOB;
AppKey — KoY NpUnoXeHUs yCTPOMCTBa — 3TO CTPOKaA U3 32-X LWeCTHaALATEePUYHBIX
CVMBOJIOB.

Ins pernctpaumm yCTponCTBa LOCTAaTOYHO yKa3aTb XOTS 6bl OAMH U3 TUMOB
aKTUBaUMKM nnn oba cpasy.

O6nacTb Main settings conep>xuT cnenyrouime napameTpsl:
End-device name — nonb3oBaTENbCKOE HAVMEHOBAHME YCTPOMCTBA;
DevEui — EUl naeHTUdMKaTOP YCTPOMNCTBA (YHMKaNbHbBIM HOMEpP YCTPOWCTBA) - CTPOKA U3
16-Tn WwecTHaauaTePUYHbIX CUMBOJIOB;
End-device class — knacc ycTponcTBa. TOT NapaMeTp MOXET MPUHNUMATb ABA 3HAYEHNS:
CLASS_A nn6o CLASS_C. lNMopaepxka yctponcts CLASS_B HaxoanTcs B pa3paboTkKe.
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O6nacTb Location coaep)xmT nons ons ykasaHms KOOPAMHAT pa3meLleHuns
YCTPOWCTBA: WMPOTa, AONTrOTa, BbiCOTA.

Class C device settings Regional settings
Class C device reaction time, (ms) Frequency plan
1000 EUB68 ¥
Use Downlink queue for Class C N2 Frequency Enabled
1 v
Adaptive data rate 2 AED v
v
# Enable server ADR
867100000 v
Preferred data rate
867300000 v
DRS5 v
Preferred transmit power 86750000C v
14 dBm v 867700000 v
8679 v

Device RX settings RX2 Frequency, Hz
869525000
RX window
v
RX1 delay
1s v
RX2 data rate

DRO v

Join accept delay 1

Puc. 3. DkcnepTHble NapaMeTpbl 418 PerMcTpaLmm yCTPOMCTBA Ha CepBepe.

HaxaB Ha ranouky Expert settings, MOXHO NOAYYMTb LOCTYN K SKCMNEPTHbLIM
HaCTpOWMKam yCcTpomncTea (cMm Puc. 3).

O6nacTb Class C device settings nocTynHa Tonbko yctponctesam CLASS_C.
[ ocTynHbl cnepytolwe napameTpsi:
Class C reaction time — Bpems peakunm yctpomnctea CLASS_C. 210 Bpems mexay
OKOHYaHMEM NpMemMa COObLLEHNS CepBepa YCTPONCTBOM M Ha4YanOM OTMPABKM
BO3MOXHOrO OTBETA OT YCTPOWCTBA (T.€. MO CyTWN BPEMSI HA MOArFOTOBKY BO3MOXHOIO
oTBeTa). [NlapameTp BBeAEH AN YAydLIEHNS KavyeCcTBa paboTbl C COOOLWEHUIMN OT
cepBepa K ycTpomncTBam knacca C;
Use downlink queue for Class C — ¢nar pa3peLuatoimm nomMeLwaTb NakeTbl 415 OTNPaBKM
B ovepeab OoTnpaBKku. 3a4acTyto ycTpomcTtea CLASS_C paboTatoT B “online” pexxnume n
€C/IM NaKeT He AOCTaB/EeH 0O YCTPOMCTBA B HACTOSILLMA MOMEHT, TO €ro JOCTaBKa yXe
He TpebyeTCs — B TaKOM CJlydae ovepeb NakeToB He HYXHa. [laxke HaobopoT, ovepenb
CbIrpaeT HEraTMBHYIO POJIb, KaK HAaKOMUTENb Y)Ke YCTapeBLLen MHPOopMaLmm, KoTopas
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6yneT nepenaHa B 06g3ateslbHOM Nopsake, 3aH1UMas adupHoe BpeMms. 1o yMonyaHuio
Onums BbIKJIHOYEHa.

O6nacTb Adaptive data rate conepxunt HacTponkm anropntma ADR,
npeaHa3HavYeHHOoro Aas aBTOMaTUYeCKOro M3MeHEHMS CKOPOCTM BeLLaHMS YCTPOMCTB B
33aBMCMMOCTM OT KayeCTBa CBA3M (B YCNOBMAX XOPOLLEro NpremMa CKOpPOCTb byaeT
YBENNYMBATHCS, TEM CaMbIM CHUXas BPeMS nepenayn nakeToB 1 YBENNYMBAsS CPOK
CNy>X6bl YCTPOWCTBA OT baTapewn):

Enable server ADR — ¢nar, paspewatowmim paboTy anropntma ADR Ha cepsepe ans
KOHKPETHOro yCTPOWCTBa (eCnu ranoyka cHaTa, CepBep He OyAeT peryanpoBaTb
CKOPOCTb Nepenaym yCTpomncTBa, daxke ecam aaropmtm ADR Ha caMoOM yCTpouncTee
aKTUBMPOBAH);

Preferred data rate — 3HaveHne DR (ckopocTu), K KOTOPOMY BYAET CTPEMUTLCS aITOPUTM
ADR cepgepa;

Preferred transmit power — MOLWHOCTb NepeaaTymka yCTPONCTBA, KOTOPYIO CepBep
3a[acCT eMy Npu OYepeHOM CeaHCe CBS3N.

Mapametp Preferred transmit power ctont mameHaTb (ymeHbwaTb
OTHOCUTE/NIbHO 3HA4YeHMs MO YMOJIYaHMIO) B TOM Cllydae ecau
KayecTBO CBfi3M A1 YCTPOMUCTBA Ha MaKCUMaJbHOW CKOPOCTU
YAOB/NIETBOPUTE/IbHO

O6nacTtb Device RX settings coaep>XxmT HaCTPOMKM NPUEMHbIX OKOH YCTPOMNCTBA:
RX window — HOMep npueMHOro okHa (1 nam 2), yepes KoTopoe cepBep MO YMONYAHUIO
6yAeT nepefaBaTb AaHHble. ECnn yCTaHOBUTbL 1-0e OKHO, TO B C/ly4ae eCiv cepBep He
MOXeT OTMNPaBUTb AaHHble B 1-0e NnpueMHoe OKHO (Hanpumep, HeT ceoboaHom bC), To
O6YyAET BbIMOMHEHA MOMbITKA OTMPAaBUTb AaHHbIE BO 2-0€ NMPUEMHOE OKHO;
RX1 delay — 3aaeprkka OTKpPbITUS YCTPOMCTBOM MEPBOrO MPUEMHOIO OKHa (Mo
yMon4anuio 1 cekyHAa). 2-0e NprueMHOe OKHO OTKPbIBAeTCS BCeraa (ecnm B nepBoe
NPMEMHOE OKHO AaHHble HEe 6bIIM NPUHSATHI) Yepes 1 cekyHay nocne 1-ro;
RX2 data rate — ckopoCTb nepeaayn AaHHbIX AN 2-F0 MPUEMHOIO OKHa;
Join accept delay 1 — 3agep>xka OTKpbITUS YCTPOUCTBOM NEPBOIro NPUEMHOro OKHa As1e
NONyYeHUs PErMCTPaALMOHHON MHGOPMaLIMKM NPKU aKTUBaLMK B ceTn cnocobom OTAA
(Mo ymon4yaHuio 5 cekyHa).

Echn 6a3oBas cTtaHuus paboTaeT 4Yyepe3 MOO6WUJIbHbIA UHTEPHET, TO
Be/IMMMHA 3aZlepXXeK AOCTAaBKW MAKETOB A0 TaKOW CTaHLMU MOXeT
AOCTUraTb CYLECTBEHHbIX BenanumH. [loatomy pans umsberaHus
npo6nem c paboToin YyCTPOMUCTB (OTNpaBKa noarTesepxaeHun n MAC-
KOMaHA) Heo6XoAMMO BpeMsi OTKPbITUS MepBOro NpPUEMHOro OKHa
CABUHYTb 60nee 4yeMm Ha 1lc. O6bIMHO pocTaTOvyHO 3C uUHTepBana. B
HEKOTOpbIX Cly4vasix noTtpebyeTrcss CABUI Ha 60NblIMKA MHTepBan —
Heo6XoAMMO CNeAuTb 3a CTabUNIbHOCTbIO PaboTbl CETU.

O6nacTtb Regional settings coaepXnT HaCTPOMKM HaCTOTHOrO NnaHa Ans
COOTBETCTBYIOLLErO YCTPONCTBA. 34eCh NpeasaraeTcs BblI6op 13 ABYX CYLLECTBYOLLMX
HabopPOB (OPMLMaNbHBIN EBPOMENCKNIM YaCTOTHbIN NNaH M OAWNH U3 BAPUAHTOB
POCCUNCKOroO YaCTOTHOrO M1aHa), @ TakXXe MMEETCSH BO3MOXHOCTb HACTPOUTb
YHUKabHbIN HAabOpP YacToT.

Kaxabih 3 HA6OPOB YaCTOT COCTOMUT U3:
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e Tpex KaHaloB C PUKCUPOBAHHBIMU YaCTOTaMU (AaHHbIE KaHasbl XXECTKO
3aZlaHbl B YCTPOMNCTBE 6€3 BO3IMOXHOCTU UX M3MEHEHWNS Yepes3 MPOTOKON
LoRaWAN);

e NSTM KaHaNOB AN NpUEMa U nepeaydm cooblleHnn. Ecnm kaHan He
MCNOJb3yeTCs, HEOOXOAMMO 3a4aTb HYJIEBYIO YaCTOTY M OTKJIIOYUTD
COOTBETCTBYIOLLYIO rafiodKy B HacTporkax Enabled;

e OJHOrO KaHana, onpeensioLwero 4acToTy Npuema AaHHbIX 4J19 BTOPOro
NPUEMHOrO OKHa.

Macka akTnBHbIX KaHanoB (cnncok ¢naros Enabled) pacnonoxeHa cnesa oT nonen BBOAa
4aCTOTbl U COAEPKUT Garn OTKIOHEHWNS/BKIIOYEHNS COOTBETCTBYIOLLNX KaHaNoB
(WacToT) Ans Nnepefayvm AaHHbIX Ha yCTponcTee. [laHHbIM NapaMeTp nepenaeTcs
ycTpomncTay npw kaxgon JOIN npouenype v B Kaxaom coobuieHnm anropmntma ADR
(ecnn ADR pa3speLueH).
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[TpunoxeHne A. OnmncaHme CTPYKTYpbl 6a3bl
OAHHbIX

MO |IOT Vega Server B nmpouecce cBoen paboTbl MOCTOSAHHO MCNONb3yeT 6a3y
NaHHbIX (BCTpoeHHyto — SQLite mnm BHewHtow). Ons obecneyeHUss Hayana paboThl
TPebyoTCd MUHMMAaNbHblE HAaCTPOWKM MO AOCTYNy K BHELWHeW 6a3e AaHHbIX, a ANs
BCTPOEHHOM 6a3bl AaHHbIX HACTPOMKM He TpebytoTcs Boobule. CTpyKTypa 6a3bl AaHHbIX B
06omX Crydasx co3faeTcs aBToMaTuyeckn. CnenyeT UCKMIOYMUTb BAUSHME MNONb30OBaTENS
HenocpeaCcTBEHHO Ha CTPYKTYPY 6a3bl AaHHbIX, YTOObI HE HapyLWNTb paboTy cepBepa.

TeM He MeHee, CyLLEeCTBYET BapMaHT paboTbl C 63a30M AAHHBIX B PEXMME TOJSIbKO
yTeHus. Hanpumep, Npu CUYUTbIBAHUM HAKOMIEHHbIX AaHHbIX OT YCTPOMCTBA. Takow
noaxon npu3BaH CHATb Harpysky C cepBepa Ha BblYUTbIBAHME AAHHbLIX OT YCTPOWCTB
yepe3 AP| 1 B LeSIOM YCKOPUTb paboTy CUCTEMBI C 3arpocamMu NonbL3OBaTENS.

Ba3a AaHHbIX COCTOUT 13 Cnenyowmx Tabnauu;

e «bs» - nepeyeHb NOAKNOYEHHbIX 6HA30BbIX CTAHLMN;

o «devices» - nepeyvyeHb NOAKIOYEHHbIX YCTPOMCTB;

e «rawdata» - faHHblEe NPUHATbIE OT YCTPOWCTB U NepefaHHble Ha YCTPOWCTBA;

e «queuetransmit» - oyepenb OTNPaBKM MAKETOB Ha YCTPOMCTBO;

e «coveragemap» - CMMUCOK 6a30BbIX CTAHLWM, Yepe3 KOTOopble 6blanN NPUHATDI
[aHHble OT COOTBETCTBYIOLLErO YCTPOWCTBA. 10 AaHHOW TabanLe MOXHO MOCTPOUTb
KapTy MOKPbITUS CeTH;

e «deviceattributes» - cnMCOK CBOMCTB COOTBETCTBYIOLLErO YCTPONCTBA;

®  «USers» - CNNCOK NOJb30OBaTeNEN;

e «userdevices» - CNUCOK YCTPOWCTB, [AOCTYMHbIX COOTBETCTBYIOLLEMY
NONb30BaTENIO.

OnucaHue Tabnmu «queuetransmit», «deviceattributes», «users» wu
«userdevices» He 6yayT NpuBeAeHbl, MOCKOJbKY B 3TUX Tabnmuax nM6o
XpaHutca  6ydepHas  uHbopmauusd, nmb6o  uHbopmauumsa B
cneundpunyeckom dopmarte. lNpeanonaraercs, YTO AaHHas MHGoOpPMaLms
He NnoTpebyeT NPAMOro AOCTyna Ajis YTEHUs1 U BCerga AOCTYMHa vyepes
6bICTPO BbINOJIHAEMbIE KOMaHAbI API

Mg
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Ta6nuua 1 - CTpykTypa nonen tabnmubl «bs» 6a3bl JaHHbIX
[Mone Twvn faHHbIX OnwucaHwne
id INTEGER YHUKaNbHbIN MAEHTUPUKATOP CTPOKM
mac TEXT ID 6a30BOW CTaHLUK
comment TEXT KommeHTapui
latency INTEGER Tekywas 3agep>xka no cetn bC-cepep
downport INTEGER MopT ong nepenayn gaHHbix Ha bC
hostaddress TEXT IP agpec bC ans nepenayun AaHHbIX
longitude REAL / KoopaunHaTta BC — gonrota

DOUBLE
latitude REAL / KoopamHata bC — wupoTa
DOUBLE
altitude INTEGER KoopaunHata BC — BbiICOTa Ha MECTHOCTM
active INTEGER ®nar aktBHocTK BC (Ha cBs3m)
rxonly INTEGER ®nar paboTbl BC ToNbKO Ha Npuem
complimentarybsmac TEXT ID BC-KOoMMaHbOHa, Yepes KOTOPYIO pa3peLlaeTcs
nepenaBaTth AaHHble, ecnn Tekywaa bC paboTaeT TONbKO
Ha npuem

downlinkchannel INTEGER Kanan ans nepegayn gaHHbIX
maxpower INTEGER MowHocTb Nnepenayn Yyepes bC
lastonline INTEGER Bpems nocneaHen aktueHocTn BC
lasttoken INTEGER TokeH nocnegHero NpMHATOro coobueHmns ot bC

Ta6nuua 2 - CTpykTypa nonen tabaunupl «rawdata» 6a3bl JaHHbIX

Mone Twn faHHbIX OnwucaHwne

data BLOB JaHHble B HEX maccuBe

macbs TEXT ID 6a30Bbix CTaHUMI, Yepe3 KOTOopble 6biN NepeaaH NakerT,
O6beAMHEHbI Yepes «+»

deveui TEXT ID ycTponcTsa

rssi INTEGER RSSI

snr REAL /DOUBLE  SNR

freq INTEGER YacTtoTaB 'L

sf INTEGER SF

time INTEGER Bpems B dopmaTe MC, npoleawmx ¢ Havana UNIX anoxum

fcntup INTEGER HOMep MakeTa

port INTEGER WMCNOJIb3YEMbIV MOPT

ack INTEGER Hanuyme dnara ACK B nakete

macdata BLOB MAC KoMmaHAbl

type INTEGER Tun nakeTa (CM onucaHue KoMaHabl «get_data» B API)

direction INTEGER Hanpasnenuve nepepaun: «<UPLINK» nnn « DOWNLINK»

status TEXT Cratyc (cM onumcaHue koMmaHabl «get_data» B API)

activationside INTEGER ®nar, CNoNb3yeMbIi TUM aKTUBALIMW TEKYLLEro NakeTa

id BIGINT YHUKaNbHbIV MAEHTUOUKATOP CTPOKMK

PeBun3mng 12 ot 28.09.2018
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Tabnuua 3 - CTpyKTypa nonemn tabaunupl «coveragemap» 6a3bl AaHHbIX

[Mone Twn paHHbIX OnwucaHwne

id INTEGER YHUKaNbHbIN MAEHTUGUKATOP CTPOKMU

deveui TEXT ID ycTpouncTaa

macbs TEXT ID 6a3oBow cTaHLMK

snr REAL / DOUBLE SNR

rssi INTEGER RSSI

time INTEGER Bpemsa B dopmaTe McC, npowewmx ¢ Hadana UNIX anoxum

Tabnuua 4 - CTpyKTypa nonen Tabnmubl «devices» 6a3bl AaHHbIX

MNMone Twn BaHHbIX OnuncaHwne

deveui TEXT ID ycTponcTea

devname TEXT HanmeHoOBaHMe yCTpoOMNCTBa

appeui TEXT AppEUIl ycTpowncTea

appkey BLOB AppKEY

devaddrabp INTEGER DevAddr ong ABP Tuna perncrpauum

nwkskeyabp BLOB NwkSKEY ons ABP Tuna perncrpaumm

appskeyabp BLOB AppSKEY ona ABP Tuna perncrpaumm

devaddrotaa INTEGER DevAddr, cbopmupoBaHHbin cepepom npu OTAA Tune
perncTpaumm

nwkskeyotaa BLOB NwkSKEY, cdopmmpoBaHHbIn cepeepom npu OTAA Tune
perncrpaumm

appskeyotaa BLOB AppSKEY, cdopmmnposaHHbIn cepepom npu OTAA Tune
perncrpaumm

devnonce INTEGER MocneaHnm DevNonce B JOIN 3anpoce

lastjoints INTEGER Bpems nocnegHero JOIN B dopmMaTe Mc, NpoLleallinX ¢ Havana
UNIX 3anoxwu

class INTEGER Knacc yctponcTtaa: 1 = «A», 3 = «C»

rxwinnum INTEGER Homep ncnonbsyemMoro npMeMHOro OKHa Ha yCTpOMCTBe

timingprof INTEGER He ncnonb3yeTcs, MOXeT OTCYyTCTBOBaTb

lastrssi INTEGER MocnenHwun RSSI B makeTe OT yCTPOMCTBa

lastsnr INTEGER MocnegHnn SNR B nakeTe OT yCTPONCTBaA

lastpower INTEGER MoLwHOCTb Nepefayn yCTponcTBa

lastsf INTEGER MocnenHwun SF B NnakeTe OT yCTPONCTBA

lastch INTEGER He ncnonb3yeTtcs

preferdr INTEGER MakcumansHbii DR npu pa6ote ADR

preferpower INTEGER He ncnonbsyetcs

fcntup INTEGER Homep nocnegHero npuHATOro NnakeTa

fcntdown INTEGER Homep nocnegHero nepeaaHHoOro nakeTa
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dutycycle INTEGER He ncnonbsyetcs

chanmask INTEGER 16-6uTHas Macka KaHanoB

battery INTEGER He ncnonbsyeTtcs

adr INTEGER ®nar pa3peleHns ncrnonb3obaTb ADR (ycTponcTBo)
machbs TEXT He ncnonbsyetcs

lastdatats INTEGER Bpemsa nocnegHenm akTMBHOCTM YCTPOMCTBA B MC
longitude REAL / DOUBLE KoopauHaTa ycTpoMcTBa — AOATOTa

latitude REAL / DOUBLE KoopauHaTa yCcTpoOWCTBa — WUMPOTa

altitude INTEGER KoopaunHaTa yCTpOMCTBa — BbICOTa Ha MECTHOCTM
fregplan INTEGER He ncnonb3yeTcs, MOXXET OTCYTCTBOBATb
reactiontime INTEGER Bpems peakuum yctpomncTaa

lastactivatside INTEGER Tun akTUBaLMKU, UCNOJIb3YEMBIV B MOCNEAHEM MPUHATOM NakeTe
rxldelay INTEGER 3agepykka OTKPbITUS MEPBOrO MPMEMHOIO OKHa, C
rx2delay INTEGER 3ageprkka OTKPbITMS BTOPOro NPMEMHOro OKHa, C
joinldelay INTEGER 3anepxka oTkpbITMa nepeoro npuemHoro npu JOIN, ¢
join2delay INTEGER 3anepxka oTKpbITMa BToporo npmuemHoro npu JOIN, ¢
rx2dr INTEGER DR BTOpPOro npMemMHOro okHa Ha yCTpOMCTBe

rx2freq INTEGER YacToTa BTOPOro NpmMemMHoOro okHa, 'y

freq4 INTEGER YacToTa KaHana Ne4, 'y,

freq5 INTEGER YacTtoTa kaHana Ne5, Iy

freq6 INTEGER YacTtoTa kaHana Ne6, Iy,

freq7 INTEGER YacTtoTa kaHana Ne7, 'y,

freq8 INTEGER YacTtoTa kaHana Ne8, Iy

usedownqueue INTEGER ®nar NCnoNb30BaHUs OYepein MaKETOB Ha OTMNPaBKY
adrthrescounter INTEGER bydepHbIn napameTp

serveradrenable INTEGER ®nar paspelwenmnsa ncnonbzosaTb ADR (cepsep)

id BIGINT YHUKaNbHbIM MAEHTUDUKATOP CTPOKMU

hash BLOB YHMKaNbHag X3W-CyMMa a5 AaHHOro YCTPOMCTBA
datastorageperiod INTEGER [Mepnol XxpaHeHUs AaHHbIX 419 AAHHOIO YCTPOWCTBa
lastfreq INTEGER YacToTa nocneaHero NpuUHSATOro CoobLLEHNS

PeBun3mng 12 ot 28.09.2018

21



@ Beaa |IOT Vega Server/PykoBoacTso

[TpunoxeHne b. CTpyKTypa 1 COCTaB
OCHOBHbIX COOBLEHNN B KOHCONN

MO 10T Vega Server B npouecce paboTbl BbIBOANT B KOHCOJSIb HEKOTOPYHO
onepaTuBHYO MHPopMaLnio. Ob6beM BbIBOAUMON MHGOPMaLMM 3aBUCUT OT
COOTBETCTBYIOLLMX HACTPOEK CepBepa (CM. onncaHmne KOHGUrypaumoHHoro damna).

B KOHCONM MOryT NOSIBASTLCS COOBLLEHMS C OTNAZ0YHOM MHbOPMaLMen, COCTaB
KOTOPbIX MOXeT MeHATbCSA. HO OCHOBHbIE TUMbl COOBLLEHNN HEM3MEHHDI. HIke
npuBeaeHbl ONUCaHUS X CTPYKTYpPbl N COCTaBa.

1. CoobueHune 0 HeENOAAEPKNBAEMON BEPCUM NPOTOKONA, UCMOJSIb3yEMOIO B
MO PacketForwarder Ha BC.

CoobueHue BblAeNneHO KPAaCHbIM LIBETOM U HavymHaeTcst o CTPokM « WARNING!
Skip gateway msg, invalid protocol version:». [lanee naet nidopmaums o IP agpece bC
N MCNOJIb3yeMOW BEPCUM NPOTOKONA;

2. CoobueHune 06 owmnbke, BO3HMKLIEN NPK Nepepayve naketTa Ha yCTPONCTBO
yepes bC.
CoobueHue BblaeneHO CUPEHEBbBIM LIBETOM N MMeeT dopMaT: «<< %1 | TX_ACK
%2 | %3», roe
%1 — |ID 6a30BOM CTaHUMW,;
%2 — BpeMs NpruemMa OLn6KM;
%3 — KOZ OWWNOKM B BUAE CTPOKM.
BO3MOXHble KOAbl OLLMOOK:
e «TOO_LARGE_GW_PING_ERR» - cnvwkom 6onblion nuHr go bC;
e «COLLISION_ERR» - ykaszaHHOeE B NakeTe BpemMs OTMNPAaBKN YXKe 3aHATO
APYTMM COOBLLEHMNEM;
e «POWER_ERR» - B nocregHeM nakete a5 OTnpaBKM YKa3aHO
HEKOPPEKTHOE 3HaYeHNE MOLHOCTY Nepefayu;
e «FREQ_ERR» - B nocnegHem nakete Aag OTnpaBKM YKa3aHO HEKOPPEKTHOE
3HaYeHWe YaCcToThl Nepenayu;
e «NO_VACANT_GW» - HeT cBoboaHon BC;
e «PAYLOAD_SIZE_ERR» - HEBO3MOXHO OTMNPaBUTb NaKeT YKa3aHHOM OJINHbI.

3. CoobuweHue o npuHsTom JOIN 3anpoce.
LiBeT coobLLeHNS ENTbIN, GOPMaT COOBLLEHUS: «
», roe

— |D 6a3oBoM CcTaHUWMK;

— ID (DevEUI) ycTponcTsa;

— [aTa 1 BpeMms Npruema CoobLeHNS, C TOYHOCTbIO 10 MC;

— vyacTtoTa B Mlu, ¢ TouHocTbio A0 100 Kly;

— 3Ha4veHme SF;

— 3Ha4veHume RSSI;

— 3Ha4veHume SNR;

— pe3ysibTaT 06paboOTKM COObLLEHMS. MOXKET NPUHMMATb OAHO U3 CeayLLNX
3HAYEHUN:

o « » - 3aMpPOC 06pPaboOTaH KOPPEKTHO, BYAET OTNPaBieH OTBET;
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* « » - HEM3BECTHOE YCTPOMCTBO,
roe — 3TO ncnonb3lyemsbin B nakete DevNonce B HEX;

o « » - NpMEeM NOBTOPHOTO 3aMpocCa;

o « » - 3HavYeHune AppEUl 13 3anpoca He coBnagaeT C TeMm,

4TO YKa3aHO Mpu perncTpaumm yCTpomncTaa.

4. CoobleHune 06 otnpaBneHHoM oTeeTe Ha JOIN 3anpoc.

fony6om ueT TekcTa. PopmaT coobleHus: «>> GW-%1: JOIN_REQ | %2 | %3
| %4 | SF%5 | VALIDATED», rae

%1 — ID 6a30BOM CTaHUMW;

%2 — ID (DevEUI) ycTponcTsa;

%3 — faTa 1 BpeMs npuema CoOObLLEHMS, C TOYHOCTbIO 4O MC;

%04 — yacTtoTa B Ml'y, ¢ ToyHOCTbIO A0 100 KI'y;

%5 — 3HaveHwue SF.

5. CoobueHure O NPUHATOM NaKeTe OT YCTPONCTBA.
3eneHsbin uBeT TekcTa. Popmat coobuleHus: «>> GW-%1: %2 | %3 | %4 | %5
| SF%6 | RSSI:%7 | %8 | CNT:%9 | PORT:%10 | %11», rae

%1 — |ID 6a30BOV CTaHUWK;

%2 — TN nakeTa. Mcnonb3zyetcsd « CONF_UP» nnn «UNCOF_UP». Ecnun B nakeTe

npucyTcTBytOT MAC AaHHble, K TUMY A4OO6ABASETCSH CUMBObI «+M»;

%3 — ID (DevEUI) ycTponcTsa;

%4 — faTa 1 BpeMs npuema CoOobLLEHMS, C TOYHOCTbIO 4O MC;

%5 — yacTtoTa B Ml'y, ¢ TouHocTbio A0 100 Ky,

%06 — 3Ha4yeHue SF;

%07 — 3Ha4eHme RSSI;

%08 — 3Ha4veHMe SNR;

%09 — HOMep nakeTa;

%010 — HOMep NopTa;

%11 — gononHuTensHas nHoopmaumsa. MoxeT coaepaTb CliefyoLLyo

MHPOPMaLMIO:

e eCNu nakeT NOBTOPHbLIN OT YCTPOMCTBA, AaHHOE MNONE COAEPXKUT KOA
«REPETITION PACKET>» 1 LBeT TEKCTa COObLEHNS CTAHOBUTCS CUHUM;
® UMHa4ye CoAEPKUT MHGOPMaLMIO O pasMepe NMPUHATOro COObLLLEHUS B BUAE

«[%1]», rae %1 — pa3mep coobuieHns B 6anTax. ECnv 4ONONHNTENBHO
conepxatcst MAC pgaHHble, TO fO6aBNgeTCs U X pasmep B Buae « | M
[%1]», roe %1 — paamep MAC gaHHbIX B 6anTax.

6. CoobuweHne 06 oTnNpaBneHHOM NakeTe A5 YCTPOMCTBaA.

DuroneToBbIn LBET TekcTa. PopMaT cooblleHns: «>> GW-%1: %2 | %3 | %4 |
%5 | SF%6 | CNT:%7 | PORT:%8 | %9», roe

%1 — |ID 6a30BOM CTaHUWK;

%2 — 11N nakeTa. Mcnonb3zyetcsd « CONF_DOWN» 1nn «UNCOF_DOWN>». Echv B

nakete npucyTcTBytoT MAC AaHHble, K TUNY 406aBNIEeTCS CUMBOJIbI «+M»;

%3 — ID (DevEUI) ycTponcTsa;

%4 — naTa 1 BpemMs NpMxoaa NoATBEPXKAEHMS 06 OTNPaBKe COOBbLLEHUS (He

nyTaTb C peanbHbIM BPEMEHEM OTMPABKM);

%5 — yacTtoTa B Ml'y, ¢ TouHocTbio A0 100 Ky,

%06 — 3HauveHue SF;

%07 — HOMEp MaKeTa;
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%8 — HoMep nopTa;

%9 — coaepXuT MHGOPMaLMIO O pasmMepe NepefaBaeMoro CoobLeHns B Buae
«[%1]», roe %1 — pa3mep coobuieHns B 6anTax. ECnv 4ONONHNTENbHO
conepxatcst MAC pnaHHble, TO fo6aBngeTcs U ux pasmep B Buae « | M [%1]», roe
%1 — pa3mep MAC gaHHbIX B 6aTax.

7. CoobueHne 0 BO3HUKLUNX OWMBKax Npu OTrpaBKe AAHHbIX.
KpacHbli uBeT TekcTa. Popmat coobuieHus: «>> GW-%1: %2 | %3 | %4 | %5

|», roe

24

%1 — ID 6a30BOM CTaHUMK;
%2 — TN nakeTa. icnonbsyeTtcsd «UNCONF», «CONFRM» nnn «UNCKNOWN>».
Ecnn B nakeTe npucytcTtBytoT MAC aaHHble, K TUNY AO63BASIETCS CUMBONbI «+M»;
%3 — ID (DevEUI) ycTponcTsa;
%4 — naTa 1 BpeMs NOMbITKN HEYCNeLWHOM OTNPaBKK;
%5 — KO OWWMOKM B BUAE CTPOKM.
BO3MOXHble KOAbl OLIMOOK:
e «TOO_LARGE_GW_PING_ERR» - cnvwkom 6onbLlion nuudr go bC;
e «COLLISION_ERR» - yKa3zaHHOE B MakeTe BpeMs OTMNPAaBKMN YXKe 3aHATO
APYTMM COOBLLEHMNEM;
e «POWER_ERR» - B nocregHeM nakete s OTnpaBKM YKa3aHoO
HEKOPPEKTHOE 3HaYeHe MOLWHOCTK nepenaydu;
e «FREQ_ERR» - B nocnegHem nakete Ansg OTnpaBKM YKa3aHO HEKOPPEKTHOE
3Ha4yeHme 4YaCTOTbl Nepenaydn;
e «NO_VACANT_GW» - HeT cBoboaHon BC;
e «PAYLOAD_SIZE_ERR» - HEBO3MOXHO OTMPaBUTb NaKeT YKa3aHHOW OJINHbI.
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NHdopmaLms O AOKYMEHTe

3aronoBok IOT Vega Server
Tun LOKyMeHTa PykoBOACTBO
Homep fAokymeHTa BO2-server-01
Homep v naTta nocnegHemn pesmsnm 12 o1 28.09.2018

10T OOKYMEHT NMPUMEHUM K CNeayOWLNM NPOAYKTaM!

Twvn npopykTa HasBaHune npopykTa
MporpaMMHoOe obecneyeHmne IOT Vega Server

IOT Vega Admin Tool

VicTopust peBn3nm

Pesusns [ara Nmsq KommeHTapuu

01 05.06.2017 KEB [aTa co3paHus 4OKyMeHTa

02 06.06.2017 MAU Menkue npaBkmn

03 16.06.2017 KEB Menkue npaBkmn

04 10072017  MAM ,£I,o6aBne|:| pa3aen «YCTaHOBKa», MCMpaB/eH pa3aen
«HacTtpowka»

05 14.08.2017 KEB Menkue npaBkm

06 31082017 MAMU Ho6asneH pasgen «IOT Vega AdmlvnTool»,
CKOPPEKTUPOBAH pa3nen «Hactpomka»

07 27.09.2017 MAU Menkue npaeku B pasgene «|OT Vega AdminTool»

08 20.12.2017 MAUN 3meHeHus B pa3gene «HacTpomkmn»

09 15012018  MAM I3meHeHus B pasgene <<yCTaHOBKa>>.VI «HacTpowku» B
CBA3M C pobaBneHnem sepcum ona Linux ARM
[lobaBneHa ccbliika Ha openssl U pekoMeHaaunm nNo

10 22.01.2018 BUKO  pgonycTumbiM cMMBONaM B settings.conf B pasaene
«HacTpownku»

11 12.02.2018 MAW Ho6asneHbl NpunoxeHns An b

12 28.092018 MAM 3MeHeHnsa B onncaHnm Ha cepBep, COCTaBe

KOH®UrypaunoHHOro damna n coctase Tabauy, b/l
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